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1. [I] ida-pro7.5
2. I

adb shell

Su

3. [ ida 10

dbgsrv[II1T]

android_server([IT11T]

3211

6411 320111 32

[(I1 android server[] 64[11] 64[1] android _server)[II] /data/user/0/server
4. # Ox86[
chomod +x android x86 server
# 0000
move android x86 server asd
# [0
./asd
5. [I] ddms
6. [II11T] app
) Android Device Monitar
File Edit Run Window Help
e
Q Devices &4 | B @ | 3 *«3 | feror] ‘ E’;‘j| @| Vv 7 = O ||% Threads & Heap Allocati... | = Networ...
Name €
com.android.launcher3 966 8604 Thread updates not enab
io.wa.exposedilogcat 4168 8605 (use toolbar butt
android.ext.services 906 8606
com.google.process.gservices 1228 8607
com.android.emulator.multidisplay 1203 8608
com.android.networkstack.process 781 8609
com.tencent.mm:push 3729 8810
com.android.bluetooth 660 8611
com.android.inputmethod.latin 1173 8612
iowva.exposed 4059 8613
l com.porelab10_task 15838 8614 / 8700 l +—
com.android.permissioncontroller 1761 8615
com.android.providers.media.module 1232 8616
com.google.android.gms.unstable 15206 8617
com.android.se 807 8618
com.android.systemui 680 8619
com.android.deskclock 4394 8620
com.google.process.gapps 15466 8621
com.andraid.phone 877 8622
com.android.systemui:screenshot 11949 8623
com.google.android.gms.persistent 1135 8624
iowva.exposedix 4084 8625
com.android.calendar 12916 8626 v

& LogCat | Bl Conscle 2
OpenGL Trace View
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7. jdb -connect com.sun.jdi.SocketAttach:hostname=127.0.0.1,port=8614[] jdk[T] 1.8[] port

8.

9.

10.
11.

(L1111
[LIT1D

adb forward tcp:23946 tcp:23946

8614[]

[(I] ida-pro

Lur function M Tnstrudtion

hlkCIcaf: il ol o

Data I Unexplored | External synbol M Lunina function

o8 x IDA Vierh <] Pseudocode-B [x] Stack of _Z8sub_b2FuPe [ Pseudocodeh [~z Hex View-1 o @ Structures [l Eams <= Inports o @ Exports
call $45
Segment wallieel
ik MainActivity_Check text ad: ebx,
su
lea  eax, [ebx-18280]
lea eox, [ebeedicech)
push
push dmrd ptr [esprian]
push
G o et
add a5, 15h
pop  ebx
retn
align 10h
ebx
b esp, 8
call $45
pop  ebx
add  ebx, 37053
call  __stack_chk_fail
add  esp, 8
0 . .
. 00000204 align 1ch @
SUBROUTINE Available debugsers.
00000210 ; Attributes: bp-based Fra © Ko debugeer
o0000210
60000210 ; sub_D2F0(char *) @ B B
00000210 public _z8sub_D2FoPc O 1 tracer
00000210 _73sub_D2FGPC  proc near <o 02 ot .
p00aD210 1i5he) O Remote 618 debuge:
0000021 O Renote Linux debugser
00000210 arg_o = dword ptr & o replever
00000210 Ot e
0000210 ; _unwind {
> xt:00000210 push  ebp Default debuggers (sutosalected for new databases).
. 20000211 mov  ebp, esp i
00000213 push  ebx
00000214 push  esi ot defelt debugger
00000215 and esp, OFFFFFFFeh Dlset ax defusl debuge
. o0000215 sub esp, 3
cooo021s an st )
00002
00000220 loc_D220: 3 DATA XREF: sfb_D2F0(char *)+11lo
00000220 pop x
00000221 add  eax, (offset off 44DAC - offsef loc_D220)
. o0000227 mov  ecx, [ebprarg 0]
: 0000224 jz  short loc D23
e00e022C nz  short loc D236
0000022 nop 5 Keypatch modified this from:
0000022E 5 xor [edx], es
o000022t 5 Keypatch padded NOP to next boundary: 1 bytes
. oo0o022F nop
00000230 nop 5 Keypatch filled range [0xD230:0x0235] (5 bytes), replaced:
e0000230 5 db 33n
xt:00000230 db 3ah
5 100000230 db 35h
db 36h
00000210 0000D210: sup_D2F0(char *)  (Synchronized with Rex View-1)
rodify "db OEEh" at BxDISC to "nop
ched 1 byte(s) at GO3C from [zs] to [90]
rodify "db 0" at ExD390 to "
Teched 1 byte(s) ot 040399 fron [00] to (0]
dify "call loc_D391" at @xD383 to "jmp loc_D391"
stched 5 byte(s) at 0xD383 from [E8 63 68 00 00] to [B 6C 90 90 98], with 3 byte(s) NOP padded
F11 range [0x035: with “nop
il range [6x0388:0:0390] (5 bytes) with “nop ", replaced "3z short. near pir loc_D3EAR2; Iz short near ptr loc D3FDI2; bound ebp, [<axteh]; nop”
:sslbly undefined
int _strlen_chk(votd);
it Jump Search View Debugger Lumina Options Windows Help
Blie-a-ilme s t o @ Q| ool @ & X > 0O 0[Rnoean dbzer -] % 2| @ §*
ibrary funotion B Resuler funotion B Tnstruction [ Data B Unexplorad | External synbol M Lunina function
motions window o8 x IDA Viewh [x] PseudocodeB [x] Stack of _78sub_IZFOPo (1) Pseudocode-h B B Hex Viewl o @® Structures [x] Exuns [x] Inports
[text:000001C4 il
ion name Segment et o00001cs op
wa_com_pore_lab10_ltask MainActivity Check toxt text:0eg8D1CA add
|- text: 00000100 sub 3
text:00000103 lea  eax, [ebx-18a3n]
text:00000109 lea  ecx, [ebx-37c6Ch]
| text :8000D10F push  eax
text 00000150 push  dword ptr [esptish]
text:0000D154 pus
text:000D1E5 all  _ cxa_atexit
text:000001E4 add  asp, 18h
text:000001ED pop  ebx
text:0o0eD1EE retn
text:000@DLE align 10n
text 00000170 push  ebx
text:00000171 sub esp, 8
- text:0008D1F4 call 545
text:00000179 pop
text:0000017A add
- text:00080200 call
| text:0008D205 add ® Debugger setup X
text 00000208 pop
-text:00000209 retn Bvents Logging
20000209 g 1n [ Suspend on dsbuging start [ Segnent modifications
00000210 [JEvaluate event condition on exit Thread start/exit
o00D210 SUBROUTINE
5 wspend on prosess sntry point Library load/ulosd
o00D210
00000210 ; Attributes: bp-based frame fuzzy-sp wspend on thread start/exit [ Bredhpoine
000D210
Suspend on Library Load/unlosd Debugging mazzase
100000210 ; sub_D2Fe(char *) Asusp My et eing =
o00D210 public _zasub_D2Fopc [ Suspend on debugeing messsze
00000210 _78sub_D2FePC prﬂ: near 3 CODE XRe|
00000210 !
00000210 arg_0 = dword ptr 8
00000210 Options
00000210 ; _unwind { [ Regonstrust the stack
> 00eeD210 push  ebp
00000211 mov ebp, esp [ Show debugzer breakpoint instructions
00000213 push ebx [ Use hardvare temporary breskpoints
‘00000214 push  esi
00000215 and esp, OFFFFFFFeh
0000215 s esp, 30h [ 5et 4= fustin-tine debugeer
00000218 call 545
;00000220
00000220 loc_D220:
z Bbit scoeptions | | Beload sxoeptions | |Sat spesific sptions
Goooozzc vor L et ] pd copeon o5 o
somoizt
nov
00000224 iz
oopen22C jnz
‘00000226 nop 3 Keypatch modified this from:
oo0en22t 5 xor [edx], es
oo0en22t | Keypateh padded NP to next boundary: 1 bytes
oo0en22F nop
00000230 nop ; Keypatch filled range [@xD230:@xD235] (6 bytes), replaced:
0000230 5 h
0000230 S db 3h
S ‘00000230 ;o do3sh
; do3sh

“heok

00000210 00000210 sub_D2FO(char 4) (Synchronized with Hex View-1)

tput window

: attempting to modify "db OEBh” at exD3SC to
successfully patched 1 byte(s) at GxD35C from [£6] to [se]

attenpting to modify “db 0" at 6x0398 to “noj

successfully patched 1 byte(s) at 6x0390 from [00] to [96]

attenpting to modify "call loc_D391" at 60383 to "jup loc_D391"

: successfully patched 5 byte(s) at @xD383 from [E5 03 00 00 00] to [EB 6C 30 90 901, with 3 byte(s) NOP padded
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12. [T 30
13. [J hostname [IT]

External synbol [l Lunina function

fanction [l Instruction | Data [ Vnexplored

127.0.0.1 port [[] 23946 [TIIIIIIIIL

B 6t o @C[ i F - X[ O O[Rmcte 68 dbveer -] % @ [ BB

O & x DA Viewh (%] Prendoceded [x] Stack of _ZBsub D2F0Fc [ Pseudocode—h B @ Hex View-l B @\ Structures B E Enuns &
[text:eeea@D1C2 call  §45
Segment . text:@908D1Ca pop ebx
MainActivity_Check text - text:BOGADICA add ebx, 378
. text:eoe@D1De sub esp,
. text:@208D103 lea eax, [ebx-1348h]
- text:eo8eD1DY lea  ecx, [ebx-37cech]
. text:808aD1DF push eax
. text:@00@D1ER push  dword ptr [esp+18h]
. text:@008D1ES push  ecx
. text:B00ODIES call  __ cxa_atexit
. text:@eeeD1EA add esp, 18h
x
add  ebx, 378530
add  esp, 8
align 10h
B CsuBROUTINE =-=] T Debug application setup: gdb. x
; Attributes: bp-based frame fuzzy-sp WTE: <11 paths must be valid on the renots conputer
pplication  [LibLabl0_tesk 5o v
: cus_oaroehar ) = | £
public _78sub_D2FBPc Input file 1iblebi0_task =0 v
_ZBsub_D2F@Pc  proc ni ‘ = ‘
i | Rarsneters [ ]
S T Hostnane [ o] Pert [z3348
5 _unwind {
. push ebp [ISave network ssttings as default
mov  ebp, esp
push  ebx . B i i .
push  est The fils car’t be Loaded by the debugzsr pluzin. Pleass verify that the paramsters wre valid
and esp, @FFFFFFFeh
B
call 545
5 DATA sub_D2F(char *)+11ls
pop  eax
add  eax, (offset off_44DAC - offset loc_D228)
mov  ecx, [cbptarg @]
jz short loc_D236
jnz short loc_p236
nop Keypatch modified this from:
xor [edx], esi
5 Keypatch padded NOP to next boundary: 1 bytes
nop
nop 5 Keypatch filled range [@xD230:0x0235] (6 bytes), replaced:
5 =3
5 db 34k
> 5 do 3sh
; db 38h

0000D210 0000D210: sub_D2F0 (char *) (Synchronized with Hex View-1)

iibly undefined
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® Choose process to attach to O >

1D
148
149
150
151
152
15206
153
1539
154
15466
15838
15915
15917

|69

1761
184
185
250
255

-1260

261
262

-1 263

264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280

1281

282
283
284
285
286
287
288

£ 2090

Mame

[32] /system/binflogd

[32] /system/bin/lmkd

[32] fsystem/bin/servicemanager

[32] /system/binfhwservicemanager

[32] /system/bin/sh

[32] com.google.android.gms.unstable ™ e s
[32] jvendor/bin/qemu-props

[32] com.google.android.gms ' 11T I I I I N I R
[32] /system/binfvold --blkid context=u:rblkid:s0 --blkid untrusted context=...

[32] com.google.process.gapps

[32] CDm.pDrE.lEb1ﬂ_tESk L O O A S I U U O T I A O O Y U Y A W

L2£] -fsystem/binfsh
[32] /system/bin/sh
[32] fvendor/bin/hw/android.hardware keymaster@d4.1-service

[32] com.android.permissioncontroller
[32] fsystem/bin/hw/android.system.suspend@1.0-service

[32] fvendor/binfhw/android. hardware.atrace@1.0-service

[32] fvendor/binfcreatens router

[32] fsystem/binftombstoned

[32] /apex/com.android.os.statsd/bin/statsd

[32] /system/bin/netd

[32] zygote ' ™ "M T IR AR LR
[32] /system/binfhw/android.hidl.allocator@1.0-service

[32] fwvendor/bin/hw/android.hardware.audio.service.ranchu

[32] fvendor/bin/hw/android hardware.authsecret@®1.0-service

[32] fvendor/binfhw/android hardware. bluetooth@1.1-service.sim

[32] fvendor/bin/hw/android.hardware.camera.provider@2.4-zervice

[32] fvendor/binfhw/android.hardware.camera.provider@2.6-service-google
[32] fvendor/binf/hw/android.hardware.cas@1.2-service

[32] fwvendor/binf/hw/android.hardware.contexthub@1.1-service.mock

[32] fvendor/binfhw/android. hardware.drm@1.0-service

[32] fvendor/bin/hw/android.hardware.drm@1.3-service.clearkey

[32] fvendor/binfhw/android. hardware.drm@1.3-service.widevine

[32] jvendor/binfhw/android.hardware.gatekeeper@1.0-service.software

[32] fvendor/bin/hw/android.hardware.graphics.allocator@3.0-service

[32] fvendor/binfhw/android.hardware.graphics.composer@2.3-service

[32] fvendor/binf/hw/android. hardware.health@?2.1-service

[32] fvendor/bin/hw/android.hardware.neuralnetworks@1.3-service-sample-all
[32] jvendor/binfhw/android.hardware.neuralnetworks@1.3-service-sample-fl...
[32] fvendor/binfhw/android.hardware.neuralnetworks@1.3-service-sample-fl...
[32] jvendor/binfhw/android.hardware.neuralnetworks@1.3-service-sample-...
[32] jvendor/binfhw/android.hardware.neuralnetworks@1.3-service-sample-q...
[32] fvendor/bin/hw/android.hardware.power. stats(@1.0-service.mock

[32] fvendor/binfhw/android. hardware.sensors@2.1-service.multihal

[32] fvendor/binf/hw/android. hardware.thermal@2.0-service.mock

[32] fwvendor/binfhw/android. hardware.usbi@1.0-service

[32] fvendor/binfhw/fandroid hardwarewifi@1.0-service

[32] fvendor/binf/hw/android.hardware.identity-service.example
e o 1 [T P | | I e L . | &
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